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On Intrusion Detection

* |DSs are important to protect networked systems

 However, intrusion detection is difficult:
— many attacks, new attacks, changing all the time
— poor performance (false positives)

— Information overload to human users

— scalability (huge data volume, data management)

— many logs, each with different purposes and formats
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Information Visualization for Intrusion Detection

« Leverage human cognitive abllities

 Promotes quick mental connections
netween security events

e Help reduce the amount of time spent
tracing attacks

» Allows less experienced users to _
better understand the security
events
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VisualizingetFIows
 NetFlows: obtained by hardware (Cisco) or

software (Argus)
e Contain summarized traffic information

* \We visually represent them in two views:

— System
 NVisionIP

— Network
 VisFlowConnect
e Correlating information presented in both
enhances the intrusion detection processN
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-
NVisionIP System Views

 Built within D2K (Data-to-Knowledge)

 Three main views:
— Galaxy View
— Small Multiple View
— Machine View

e Statistical information is
collected for each host

* Extensive filtering
capabilities

National Center for Supercomputing Applications Ncs




NVisionIP

File Help State

INVision:IP:Netflow
Version 2
CSA SIFT Group

Galaxy View set to: AllPortVis
SM View set 1o: AllPornyis

of entries: 1983.0
Avg ports per IP: 5.572

Max num of ports per IP: 2111
Min num of ports per I 1

Default filter options:
AllIPs

Al Ports:

All Protocols

Flow Connections count

Subnets

L ETE re L TR

Netflow Files Used
low. 1054357070790 t‘home/fkirang

Set Scale to Absolute

L1
L

120
Axis Swal Magni
| b | | guiry | : Set Number of Bars
| Filter | | Reset Filters | 5 e
15Q_.
1] 1
2 10
11 20 LB 7 7
21 50 21 21
51 2147483647 210 22 22
[ | 23 23
| RemoveBn || AddEm | 2 25 25
240 %
Change Color . : 42 42
R 5 a3 53
EICountvis = 80 80
IPCountYis ll Set Galayy Vie 88 a8
ProtocolVis =]
EICountvis =
IPCountvis ] Set Small ‘ add | Remoye |

S 39eR A>T 1 ol

Change Color

“A kiran@sutra;~ -

-, x,-mq---.;; 3 " = X

Show Copos

Ports That Used Other Protocols/Byte Count | Netflows | All Counts |
Ports That Used Other Protocols/ Flow Count
Ports That Used UDP/Flow Count | Ports That Used UDP/Byte Count
Ports That Used TCP/Flow Count r Ports That Used TCP/Eyte Count
All Protocols Used r All Ports Used/Flow Count r All Ports Used/Byte Count

P e R Nl R v
“
=
2 625
w
z
& B t T T } } } } t :
e - — 4 M T} m r o oW o
~ r 1 Portg i @ @ =+
n
E
E
B
o
z
5 0
s L 'l e ~l o~ — — o
e s R (LT R O e S e
“ "
£ E
Jazs Jazs
z z
5 g+ 5 e et
[ ] ORFE < 1 0 W =+ [ ] 0RR <- 1n 0 W <
£ £
E] E
2 2
3125 3125
z 2
5 0 5 ¢
M~ o s g — I~ oy orfs rg —

y D2K-NVision_Ver2 |49 NvisionVis

T —

[X 105.0.11010.5.9 | X 10.5.4.6

National Center for Supercomputing Applications NESA




Galaxy View

P

L =0 X
A mile Help
E ) MVisiondP:Netllow metfbmw Files Useal
Version 2 &0 ] 120 W 150 1601 10 TA0 Wiow §053IZASATILY  (Rnmay ri
HCSA SIFT Gronp | - | i I 1 | P IOSIIZOBLIG26  (Mpmefrssad
" E._. ¥ - 1 = Fiow JOS3T21 4917 |.'1nm-.'unj
i g Pl I0EII2I4EI0HE  (Phoen/ratey
axy View se1 1o AlBPotvis F f; ; é-':-! ' i Fiow JIESIZN PRS0 (fmoemefrate
Wiew S0 1o AlBPanVEs ¥ : Fow 0531220290 (Mo ratead
r Sumber of entnes LhG0 g §. p Pioer J0S332264 300 (Mmome/rateay
1 Livg pons per I 7.737 { Fop i Fiowr 105IIZ2BE2000 (Mo ranead
lax numn ot poris per AP 2164 i ! N '
1 ' ¥ ]
Min s of ports per il 1 ; L'E b ' a0
e : i AL i i +
Ceetault falter oplions: : | r I-L i i
Al IFs B, ¥ ; i
L — | A0 Pt LS ; £
Al Froisools v = i r )
Flew Connections count i i I : i :F ‘-. .
" 150 . % ALK N
1.E~ — ol YT P S P suisvuap |lg Mannity | PET I : ; .'I
g ' 2 o
%__'"- Eitter |g, Reset Fisuers | ; ; .k
e L i
] 1 i i 2
2 1n & ik
I — i1 a0 ; :
1 50 ’ "2 i.
51 2MAT4RIEAT "B I i Vi
I - - | L " i
-
J — Remove Bin Add Bin ] ' o
f— > 244 Fg 4 ot
| o] crmcam et
e - PR - L a1
. [3 BT R [
| ser Nodes
L4 FL Gty View User Hobes about e Galary Wiew tp——
= i) TR whan Wil save The view as PG
= ;
i Set Smadl Mulimie View J
0

National Center for Supercomputing Applications NCSA



R RRT

—= N HEE_-EEE
I__J .
o | - |
E—bmm .

F 4.,. Hemove Pori
G tmnp Calor

Lk
H———p  Show iyte count | ... -....
S Frrty with Fratadals
I -‘lIImHuID - i .
: ™ e
| .

__| L1

Sl f_impﬂ'plu  Cinal Shien q:.apn

t t

I K

Fy

¥ 141.142. 4.6 N 4
I Counts of Poris [
32
i
-
e 24
5
o 16
= ] —————
i
0=+ + T T 1 .L 4 + 1 t
= =i [ [} i i [ L o i
[ ] (] [} il = [F31 (e ] ol =¥
Parts 3
Counts of Ports
a4
[
E e o
= B
[
=
o
[T
o '3 — (=] (] — o (=] o
L i~ L W — o L0 ™~ [Y5]
4] ¥ L el =] L L [Ty
I = PD& = P [
- - =t - h:

National Center for Supercomputing Applications NESA



VisFlowConnect Network Views

e Visualize information between hosts:
— Internal — External
— Internal — Internal

* A point in each axes represents a host or a
subnet

« Displays to and from traffic

« Extensive filtering capabilities

 Traffic pattern changes can be easily identified
e Animation
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Enhancing the Intrusion Detection Process

VisFlowConnect

e One-to-many
 Many-to-one

e |ncreased bandwidth
consumption

e Asymmetry
o Pattern changes

KN
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One-to-Many Pattern
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Combination of the Tools

 What can we say about the figure?
— Malicious scan?

— Known software to help find vulnerabilities of the
system?

e Use NVisionlP
— Filter out those known ports

* More in the paper ...
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Link Analysis & Our Work

* Reveals complex patterns of correlations
between individual values

— understand the hidden structure of investigated
data

— Isolate interested patterns for further investigation

* NVisionlP and VisFlowConnect
— only significant links shown
— Interesting patterns identified
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Aggregate

Future Work
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Questions?

http://www.ncassr.org N
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