AutoCSP: Automatically Retrofitting
CSP to Web Applications

Mattia Fazzini, Prateek Saxena, Alessandro Orso

Georgia |

Georgia |
Tech ’JJ

Tech ’JJ



Web Applications



Web Applications

Che New Jork Times



Web Applications

Che New Jork Times
amazoncom



Web Applications

Che New QJork Times

('] Tube

amazoncom




Web Applications

Che New QJork Times

You T3

damazoncom

facebook.



Web Applications

BDEP

Taobao.com

&) AT PayPal Bai YEIE

—® QQ.com

@ by
Che New 1lork Cimes YAHOO!' g it
amazoncom

GitHub Yo Google

. :
L’ Windows Liver

Linked[f}] facebook  WikipPEDIA



Web Applications

BDEP

Taobao.com

&) AT PayPal Bai YEIE

—® QQ.com

@ by
Che New 1lork Cimes YAHOO!' g it
amazoncom

GitHub Yo Google

. :
L’ Windows Liver

Linked[f}] facebook  WikipPEDIA

. ‘ Popular é




Web Applications

BDEP

Taobao.com

&) AT PayPal Bai YEIE

-—® QQ.COom

@ by
Che New 1lork Cimes YAHOO!- g it
amazoncom

GitHub Yo Google

. :
L] Windows Liver

Linked[f}] facebook  WikipPEDIA

l Popular d ' Target

e ——




Cross-Site Scripting (XSS)
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Server-side Code

1 <?php print("<html>\n <head>");
2 ...

3 $out="<script>

4 function grades(}

5 document.student.page2.value=3;
6 document.student.submit();
7}

8 </script>"

9 ..

10 print($out);

11 ...

12 print("<a

13 href=javascript:grades();>

14 Grades</a>");

15 ...

16 while($assignment =

17 mysql_fetch_row($query)X

18 ..

19 print("<td style="text-align:left;">"
20 .$assignment[5].

21 "</td>");

22 ...

23 }

24 print("</html>"); 7>



Motivating Example

Server-side Code

1 <?php print("<htmi>\n <head>");
2 ...

3 $out="<script>

4 function grades(){

5 document.student.page2.value=3;

6 document.student.submit();
7}

8 </script>"

9 ..

10 print($out);

11 ...

12 print("<a

13 href=javascript:grades();>
14 Grades</a>");

15 ...

16 while($assignment =

17 mysql_fetch_row($query)X
18 ...

19 print("<td style="text-align:left;">"
20 .$assignment[5].

21 "</td>");

22 ...

23 }

24 print("</html>"); 7>

Web Page

1 <html>

2 <head>

3 ...

4 </head>

5 <body>

6 ..

7 <script>

8 function grades(){

9 document.student.page?2.value=3;
10 document.student.submit();
11}

12 </script>

13 ..

14 <a

15 href='javascript:grades();'>
16 Grades

17 </a>

18 ..

19 <td style='text-align: left;'>

20 <script>alert("XSS');</script>
21 </td>

22 ...

23 </body>

24 </html>



Motivating Example

Server-side Code

1 <?php print("<htmi>\n <head>");

2 ...
3 $out="<script>
4 function grades(X

L]

6 document.student.submit();
7}
8 </script>"
9 ..
10 print($out);
11 ...
12 print("<a

O 13 href=javascript:grades();>
14 Grades</a>");
15 ...
16 while($assignment =
17 mysql_fetch_row($query)X
18

A 19 print("<td style="text-align:left;">"

20 .$assignment[5].
21 "</td>");

22 ...

23 }

24 print("</html>"); 7>

5 document.student.page2.value=3;

[

Web Page

1 <html>

2 <head> t

3

Hardcoded inline script

4 </head> O Hardcoded JS scheme

5 <body>

6

f} Hardcoded inline attribute

7 <script>

8
9
10
11
12
13
14
15
16
17
18
19
20
21
22
23

function grades(){
document.student.page?2.value=3;
document.student.submit();

¥
</script>

<a
href='javascript:grades();'>

Grades
</a>

<td style='"text-align: left;'>
<script>alert(‘XSS');</script>
</td>

</body>

24 </html>
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Server-side Code

1 <?php print("<htmi>\n <head>");
2 ...

3 $out="<script>

4 function grades(){

5 document.student.page2.value=3;

6 document.student.submit();
7}

8 </script>"

9 ..

10 print($out);

11 ...

12 print("<a

13 href=javascript:grades();>
14 Grades</a>");

15 ...

16 while($assignment =

17 mysql_fetch_row($query)X
18 ...

19 print("<td style="text-align:left;">"
20 .$assignment[5].

21 "</td>");

22 ...

23 }

24 print("</html>"); 7>

Web Page

1 <html>

3

2 <head> * Inline script from persistent XSS

4 </head>
5 <body>

6

7 <script>

8
9
10
11
12
13
14
15
16
17
18
19
20
21
22
23

function grades(){
document.student.page?2.value=3;
document.student.submit();

¥
</script>

<a
href='javascript:grades();'>

Grades
</a>

<td style='"text-align: left;'>
<script>alert(‘XSS');</script>
</td>

</body>

24 </html>
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Web Page

1 <htmli>

2 <head>

3 ..

4 </head>

5 <body>

6 ..

7 <script>

8 function grades(){

9 document.student.page?2.value=3;
10 document.student.submit();
11}

12 </script>

13 ..

14 <a

15 href='javascript:grades();'>
16 Grades

17 </a>

18 ..

19 <td style='text-align: left;'>

20 <script>alert("XSS');</script>
21 </td>

22 ...

23 </body>

24 </html>



Motivating Example

Web Page

1 <html>

2 <head>

3 ...

4 </head>

5 <body>

6 ..

7 <script>

8 function grades(){

9 document.student.page?2.value=3;

Content-Secuy rity-Policy: 1? } document.student.submit();

script-src: ‘none’ 12 </script>

style-src: ‘none’ 13 ...
14 <a

15 href='javascript:grades();'>
16 Grades

17 </a>

18 ...

19 <td style='text-align: left;'>

20 <script>alert("XSS');</script>
21 </td>

22 ...

23 </body>

24 </html>




Motivating Example

Web Page

1 <html>

2 <head>

3 ...

4 </head>

5 <body>

6 ..

7 <script>

8 function grades(){

9 document.student.page?2.value=3; @

Content-Security-Policy: 10  document.student.submit();
. ‘ , 11}
SCript-src: none 12 <scripts

style-src: ‘none’ 13 ...

14 <a

15 href=javascript:grades();> @
16 Grades

17 </a>

18 ...

19 <td style='text-align: left;'>

20 <script>alert("XSS');</script>
21 </td>

22

23 </body>
24 </htmli>
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Web Page

1 <html>

2 <head>

3 ...

4 </head>

5 <body>

6 ..

7 <script>

8 function grades(){

9 document.student.page?2.value=3; @
10 document.student.submit();
11}

12 </script>

13

14 <a

15 href=javascript:grades();> @
16 Grades

17 </a>

18 ...

19 <td style='text-align: left;'>

20 <script>alert("XSS');</script>
21 </td>

22

23 </body>
24 </html>
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Web Page

1 <htmli>

2 <head>

3 ..

4 </head>

5 <body>

6 ..

7 <script>

8 function grades(){

9 document.student.page?2.value=3;
10 document.student.submit();
11}

12 </script>

13 ..

14 <a

15 href='javascript:grades();'>
16 Grades

17 </a>

18 ..

19 <td style='text-align: left;'>

20 <script>alert("XSS');</script>
21 </td>

22 ...

23 </body>

24 </html>



Motivating Example

Web Page

1 <html>

2 <head>

3 ...

4 </head>

5 <body>

6 ..

7 <script>

8 function grades(){

9 document.student.page?2.value=3;

Content-Secuy rity-Policy: 1? } document.student.submit();

script-src: ‘unsafe-inline “ 12 <Iscript>

style-src: ‘unsafe-inline’ 13 ...
14 <a

15 href='javascript:grades();'>
16 Grades

17 </a>

18 ...

19 <td style='text-align: left;'>

20 <script>alert("XSS');</script>
21 </td>

22 ...

23 </body>

24 </html>




Motivating Example

Content-Security-Policy:
script-src: ‘unsafe-inline
style-src: ‘unsafe-inline’

Web Page

1 <htmli>

2 <head>

3 ..

4 </head>

5 <body>

6 ..

7 <script>

8 function grades(){

9 document.student.page?2.value=3;
10 document.student.submit();
11}

12 </script>

13 ..

14 <a

15 href='javascript:grades();'>
16 Grades

17 </a>

18 ..

19 <td style='text-align: left;'>

20 <script>alert("XSS');</script>
21 </td>

22 ...

23 </body>

24 </html>
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Motivating Example

Y‘unSafe-inline’

rity-Policy:
safe-inline

Web Page

1 <htmli>

2 <head>

3 ..

4 </head>

5 <body>

6 ..

7 <script>

8 function grades(){

9 document.student.page?2.value=3;
10 document.student.submit();
11}

12 </script>

13 ..

14 <a

15 href='javascript:grades();'>
16 Grades

17 </a>

18 ..

19 <td style='text-align: left;'>

20 <script>alert("XSS');</script>
21 </td>

22 ...

23 </body>

24 </html>
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Motivating Example

Web Page

1 <htmli>

2 <head>

3 ..

4 </head>

5 <body>

6 ..

7 <script>

8 function grades(){

9 document.student.page?2.value=3;
10 document.student.submit();
11}

12 </script>

13 ..

14 <a

15 href='javascript:grades();'>
16 Grades

17 </a>

18 ..

19 <td style='text-align: left;'>

20 <script>alert("XSS');</script>
21 </td>

22 ...

23 </body>

24 </html>



Motivating Example

CSP-enabled Web Page

1 <html> i Inline script to external script
:23 <head> Q Inline to external script

) 4 <script src='uri.js'> C’: Inline attribute to external style
5 </script>

6 <link rel='stylesheet’
7 type='css' href='style.css'/>
8 ..
9 </head>
10 <body>
11 ..

E 12 <script src='external.js'>
13 </script>

14 ...

15 <a id=‘uri’ href="#'>

016 Grades
17 </a>

. 18 ..
19 <td id='style'>
20 <script>alert('XSS');</script>
21 </td>

22 ... * XSS inline script
23 </body>
24 </htmli>




Motivating Example

CSP-enabled Web Page

1 <htmli>

2 <head>

3 ..

4 <script src='uri.js'>

5 </script>

6 <link rel='stylesheet’

7 type='css' href='style.css'/>
8 ..

9 </head>

Content-Security-Policy: 1? <body>

script-src: ‘domain’ 12 <"script src='external.js'>

style-src: ‘domain’ 13 </script>
14 .

15 <a id=‘uri’ href="#'>

16 Grades

17 </a>

18 ...

19 <td id='style'>

20 <script>alert('XSS');</script>
21 </td>

22 ...

23 </body>

24 </html>




Motivating Example

CSP-enabled Web Page

1 <htmli>

2 <head>

3 ..

4 <script src='uri.js'>

5 </script>

6 <link rel='stylesheet’

7 type='css' href='style.css'/>
8 ..

9 </head>

Content-Security-Policy: 1? <body>

scrlpt—src: ‘domain’ 12 <script src='external.js'> @
style-src: ‘domain’ 12 </script>

15 <a id=‘uri’ href="#'>

16 Grades

17 </a>

18 ...

19 <td id='style'>

20 <script>alert('XSS');</script> @
21 </td>

22 ...

23 </body>

24 </html>

B




Motivating Example

CSP-enabled Web Page

1 <htmli>

2 <head>

3 ..

4 <script src='uri.js'>

5 </script>

6 <link rel='stylesheet’

7 type='css' href='style.css'/>
8 ..

9 </head>
10 <body>
11 ...

12 <script sr
13 </script>
14 ...

15 <a id=‘uri’ href="#'>

16 Grades

17 </a>

18 ...

19 <id id='style'>

20 <script>alert('XSS');</script> @
21 </td>

22 ...

23 </body>

24 </html>

B

Content-Secyfity-Policy:
SCrip . ‘domain’
. ‘domain’

rnal.js'> @




Motivating Example

CSP-enabled Web Page

1 <html>
<head>

<script src='uri.js'>
</script>

6 <link rel='stylesheet’

7 type='css' href='style.css'/>
8

2
3
4
)

Goal

Automatically change server-side code to generate CSP-enabled web pages

15 <a id=‘uri’ href="#'>
16 Grades

17 </a>

18 ...

19 <td id='style'>

20 <script>alert('XSS');</script>
21 </td>

22 ...

23 </body>

24 </html>
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(1) Dynamic Tainting

1/' _ ] ™\ |
| @ - 3 $out="<script>
| 4 function grades(X
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protection against XSS attacks without disrupting the applications’ functionality?

. Benchmark | Inputs | None ig ~ Self
~ Gallery | 16 | 175 | 68 0|
| LinPHA | 43 231 136 | 0|
MyBB 63 | 598 364 | 2 |
OpenEMR | 113 | 699 h 533~ 11
- phpList 77 1224 273 | 1
Schoolmate 90 16 8 | 0
Serendipity 65 476 385 6
E1: client-side execution of eval. | var x = eval('...");
o

LEZ: client-side creation on inline script nodes.ﬁ[ document.write('<script>...</script>');

1E3: client-side creation on inline style nodes. |document.write('<style>...</sty|e>');




RQ4

RQ4: Is automation actually needed to retrofit CSP to web applications?

.; Benchmark Ecsp E. HH |
~ Gallery 2 | 76 | 12
| LinPHA 2 67 11
MyBB 5 o7 6
OpenEMR 1 | 319 H 52
phpList 1 33 8
Schoolmate 1 328 26
Serendipity 5 103 16




RQ4

RQ4: Is automation actually needed to retrofit CSP to web applications?

. Benchmark E. w |

~ Gallery 76 | 12

- LinPHA 67 11
MyBB 97 6
OpenEMR 319 | 52
phpList 33 8
Schoolmate 328 26
Serendipity 103 16

ﬁ‘_ECSp: number of CSP edits.




RQ4

RQ4: Is automation actually needed to retrofit CSP to web applications?

.~ Benchmark |  Ecgp

~ Gallery 2 12

| LinPHA | 2 11
MyBB 5 6
OpenEMR | 31 52
phpList 1 8
Schoolmate 1 26
Serendipity 5 16

ﬁ‘_ECSp: number of CSP edits.

!Ee: number of modified HTML elements.




RQ4

RQ4: Is automation actually needed to retrofit CSP to web applications?

Benchmark |  Ecsp

Gallery 2
LinPHA | 2
MyBB 5
OpenEMR | 31
phpList 1
Schoolmate 1
Serendipity 5

ﬁ‘_ECSp: number of CSP edits.

!Ee: number of modified HTML elements.

L Ecsp: number of modified files. | |




Evaluation Summary

RQ1: Can AutoCSP retrofit CSP to web applications and offer an effective protection
against XSS attacks without disrupting the applications’ functionality?

- -

AutoCSP offers effective protection against XSS.

AutoCSP introduces low number of false alarms.

RQ4: Is automation actually needed to retrofit CSP to web applications?

Automation is needed.
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