
 

Math5251 CyclicRedundancyChecks Chap 5

fancierparitychecksfor
error detection no correction

Here the course takes an algebraic turn

likeMath 4281 5285 5286

treating I on as actualnumbers namely

5.1 I GF 2 742 74271 integersmod2

Inthe integers I weknow rules like

even t even even even even even

even t odd odd even odd even

odd t odd even odd odd odd

which we can codify in a systemwith 2number's

l 0 a Y
evens odds

t o 1 X O 1
O O 1

9
0

1 7 0 0 7



It's called Fg thefieldwith a elements
GF 2 Galois field with 2elements

742 74221 integers

ymodnloi.e.aftrtxtkT.deIn on

divisionby 2

How do we subtract in I e.g who is
o
I

Howdo we divide 95

REMARK Inelectricalengineering implementations

interpreting 10 13 theybuild use logicgates

FAIE true

D a b
X AND

AND

XOR 5 atb
exclusiveOR

What we will really work with are



5.2 Efx polynomials in x with
coefficients.nl

adding subtracting
polynomialsRemember multiplying

dividing

with R coefficients

e g Ext 32
3

22477
3 5 3 3 3 2

stophere
3 3 5 2 7

a fi5 2 3 10

is lessthan

3 5 2 77 1

314 if
fix q x g x rex

quotients
q x

gie fix qlx gotra
withdeg r deg q

Gemainder
uniquely in fact

proof later



We can similarly do this in

Ilx polynomials in x with E
coefficients

EXAMPLE

got
y
Exti É x

Ideg 3

agj.IT
fekgMgeDercx

degcrkdeglg

Xx Pix 1

FASTERNOTATION
YEE 310 9

1077200
7 3

Tong
Tism x

We'll see laterwhy qe re are unique it

fcxkqlxl.ge re in Tx for IRA Qld
deg r degg



ACTIVE LEARNING

f x x x

f x x x y

a In El x divide f x x by

g x x

ga x Xt l

b How can one spotquicklywhether

x divides fix in E lx
Xxl divides fix in Il x

c How does the answer to s relate to

plugging in X
O X 1 that is

evaluating f o far in Fa



5.3 Cyclic redundancy checks
CRC's

an error detection scheme where

1st pick a generatorpolynomialg x e IE lx
and we'll see some choices are better

2nd sender agrees to send messages
as bitstrings

whose correspondingpolynomial d x e Fa

is always divisibleby g x bytacking on

deg g
extra bits at the end

3rd the noisy channel transmits
coefficients of

some compted'd x instead ofdex

4th receiver computes the

remainder ex upondividing'd x byg x

reports
no error if e x o

error if e x 0



EXAMPLE Weagree on g x Text in El x
101 1

as generator polynomial

I want to send you the
information 10101

to send
so I must pick to taffeta bits since

deg g 3

arrangingthat f x x x x ax't b xtc

is divisible by g x

In constant
tease
III

I wantthis

a 1 5 0 El

to

a Even



If you receive dlx as d x 10101101
10011

you compute 10111 01

ex

and are happy no error

If you receive dlx as 10 01101 youcompute

1011
called a 1 bitenor

1044T

1
1 ex 0 ERRORretransmit

If you receive dlx
as 1050min youcompute

called a 2 bit or
bursterror

1011
s 4 bits apart

107 ex 0 ERRORretransmit



ACTIVE LEARNING

a whathappens if you receive Alx as 0101107

b Canyouexplainwhy
1 bit errors are alwaysdetected

bythis CRC withglx 1 1011

We cananalyzethe errors
undetected bytheCRCgo

once we know a fact fromChap 10 in F x

and much more generally one has uniqueness for

the quotient remainder ql x here six

in this sense

if f x g x 917 x
withdeglri deg g

q
x g x r2 for 5 42

then r lxl rex and q
x g x

In particular go divides fix
r x 0

NOTATION.IT fcx



corollary If dex is sent but IG de received

the CRC with generator g x misses the error

s g x de dix in EG

proof Write d x q x g x where g EEK

possible since d x was sent that waybyCRCmiles

Then g x
misses the error

remainder ee o in get
Ix o

uniqueness
ofreminder g q x g x for some GG EEK

dex dix q x g x q
x g

x

x q
x
g x

for some q x

ga da da Ta



COROLLARYAssumeg
x EEG hasdegg 1 and

nonzero constant term that is

g x It a x get tar x'I x with r 21

Thenwhenused togenerate a CRC

Ca g x never misses i bit errors

b g x also
catches every 2 bit error

until they are at least No
bitsapart

where No smallest N forwhich g x Mtl

EXAMPLES
G get x'txt l

catches all i bit errors

and all 2 bit errors up to 6 bits apart

since text t Yali
Pet easy tocheck
x t l

x e l

X t 1

but x'txt 1 x 7 1 No 7

2 We can latereasilyproducesmallglx doing
muchbetter

e g X't Xt has No 215 1 32767



3 Notethat when we use a CRC with

generator g x xt 1 this is the same

as our old panty check bit scheme

baba be to bibs bebee

where bee batbat be in Fa

it II
bi even

Ifbi odd
Since g x att has nonzero constantterm

and degg I 21

it detects all e bit errors

But it has No 1 and misses all 2 bit

errors since

x I XNt 1 Gt 1 x txn x'txt1

T in IG AN 21



owof A n bit error means d x d x x for

some n and we claim g x can'tdivide x

given h x
e IA withhighestpowerXM and smallestpower x

so h x Xmtame x t amXM I xM

one finds g x h
x

1 9 Xt tart x x'tamexm't am it xm

xmtltemmsi.mil I xmtr i xMtr

which can't equal x of o x'to x't to x ex

A 2 bit error Nbitsapart means da da x x
N

for some n andwe claim
x XM

g x x it go Mtn

If x x
N
g
x h x with some h written asabove

xmtltemmsi.net I xmtr i xMtr

then this forces man so one can cancel x from

both h x and the xn
n
giving

a XN g x ha i.e g x
Mtl Be


